
UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF MISSOURI

EASTERN DIVISION

UNITED STATES OF AMERICA, )
)

Plaintiff, ) No.  4:06CR00337 CEJ/MLM
v. )

)
BETONSPORTS PLC, et al., )

)
Defendants. )

____________________________________)

RESPONSE TO DEFENDANT TUCKER’S MOTION TO
SUPPRESS EVIDENCE OBTAINED PURSUANT TO A SEARCH WARRANT

The United States of America, through counsel undersigned, hereby responds to the

motion to suppress evidence (Doc. #506) filed by defendant Penelope Tucker.  Defendant

Tucker’s claim that the evidence seized pursuant to the search warrants in issue is subject to

suppression is not supported in law or in fact, and should be denied.  Further, the defendant’s

assertion that the Affidavit submitted by the FBI to support the issuance of the search warrant is

factually or legally deficient is incorrect.  The defendant’s claim that the warrant is deficient on

its face is also unsupported, as is her claim that good faith exception provided for in United

States v. Leon, 468 U.S. 897, 104 S.Ct. 3405, 82 L.Ed.2d 677 (1984), may not be applied in this

case.  Additionally, the defendant has failed to present this Court with any basis for a hearing

pursuant to Franks v. Delaware, 438 U.S. 154, 98 S.Ct. 2674, 57 L.Ed.2d 667 (1978).  Therefore,

the defendant’s motion should be denied in its entirety.
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I. LEGAL STANDARD FOR ISSUANCE OF A SEARCH WARRANT

The Fourth Amendment to the United States Constitution provides that:

[N]o search warrant shall issue without probable cause ‘supported by Oath or
affirmation, and particularly describing the place to be searched, and the person or
things to be seized.’  To satisfy the particularity requirement of the amendment, a
warrant must be sufficiently definite to enable the searching officers to identify
the property that may be seized.  

United States v. Lloyd, 396, F.3d 948, 952 (8th Cir. 2005) (citation omitted).

Probable cause exists only when the affidavit sets forth sufficient facts that would
lead a prudent person to believe ‘there is a fair probability that contraband or
evidence of a crime will be found in a particular place.’

United States v. Gibson, 928 F.2d 250, 253 (8th Cir. 1991).  The affidavit must establish a nexus

between the listed contraband/evidence and the search location.  “[A]bsolute certainty [is] not

necessary: a fair probability is all that is required.”  United States v. Tellez, 217 F.3d 547, 549

(8th Cir. 2000).  In determining whether probable cause can be found in a particular affidavit, the

judicial officer must look to the “totality of the circumstances,” United States v. Williams, 477

F.3d 554, 557 (8th Cir. 2007).

II. SUMMARY OF THE AFFIDAVIT

The Affidavit in this case provided the Magistrate Judge with more than enough

information to allow the Judge to determine whether there was probable cause to search the two

specified residences on 150th Court in Miami, Florida.  The Affidavit describes facts regarding

the defendant’s association with BETONSPORTS and its predecessor, NASA International

(NASA), and that these entities were involved in the operation of illegal Internet gambling

operations in the United States.  The Affidavit states that the defendant was an initial Director of

NASA in February of 1999, the Finance Director of NASA in September of 2001, a shareholder
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in the company, and a signatory on NASA’s bank account at the Antigua Overseas Bank.  The

Affidavit contains a description of the defendant’s role at BetonSports at the time of initial

public offering of its stock: “Managed credit card side of BoS business . . . responsible for

licensing matters and is the license holder for the Group’s Antiguan and UK gaming licenses.”  

The Affidavit contains information regarding the defendant’s role in the operations of the

BetonSports business in Antigua and Costa Rica, and in the initial public offering of

BETONSPORTS plc stock in July of 2004.  The Affidavit states that the defendant had obtained

credit cards listing defendant Gary Kaplan as an authorized user, and made wire transfer

payments on these cards from accounts held in defendant Tucker’s name in Antigua.  The

Affidavit also contains information demonstrating that the defendant used online banking

facilities to manage the credit cards used by defendant Gary Kaplan through February of 2007,

seven months after the return of the initial Indictment in the Eastern District of Missouri.  

The Affidavit states that the defendant received banking records at 18325 SW 150th Court

in Miami, that the subscriber for the Internet service provider used was Steven Langlois,

defendant Tucker’s son, and that the service was provided to18305 SW 150th Court.  The service

was initiated on the day that the defendant returned to the United States from Costa Rica for the

last time.  The Affidavit states that the house at 18305 SW 150th Court was bought by Steven

Langlois in 2005, and 18325 SW 150th Court was bought by Robert Tucker, the defendant’s

husband, in 2000.  However, only the defendant is listed as the owner of the 18325 address by

the Dade County Assessor.  The Affidavit contains information showing that the defendant was

traveling between Florida and Costa Rica during 2006, and that the defendant had last entered

the United States on December 2, 2006.     
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A. Confidential Source #1

The Affidavit states that Confidential Source #1 (Source #1) “has provided reliable

information in the past and has never been proven to be knowingly wrong in the information

provided to law enforcement” (¶ 11).  This Source gave law enforcement information based on

personal observation and others familiar with defendants Gary Kaplan and Tucker regarding

defendant Tucker’s role in the Enterprise after the formation of BETONSPORTS plc.  Source #1

told law enforcement officers that defendant Gary Kaplan started a new Internet sports book

called “Igotgaming.com,” and that this sports book illegally accepted wagers from gamblers in

the United States.  The Source said that Igotgaming.com was based in Costa Rica, and managed

by Brad Mitchell, also known as Brad Markin.  

Source #1 also told officers that defendants Gary Kaplan and Lori Kaplan Multz, with

Brad Markin and others, operated online pharmacies through a company called Hope Mills

Universal, also based in Costa Rica.  The Source said that Hope Mills Universal distributed

prescription-only drugs by telephone and over the Internet without a prescription.  Source #1

stated that he/she was actually present during a phone drug transaction with a Hope Mills

Universal company during which a clerk masqueraded as a doctor to complete the illegal drug

sale.  Source #1 described defendant Tucker’s role in the operation and management of

Igot.gaming.com and Hope Mills Universal, and her role in providing services to defendant Gary

Kaplan, using computer-based communications.

B. Confidential Source #2

Confidential Source #2 (Source #2) “has provided reliable information which has been

corroborated and has never been proven to be knowingly wrong in the information provided to

Case 4:06-cr-00337-CEJ-MLM     Document 520     Filed 10/05/2007     Page 4 of 28




5

law enforcement” gave information regarding defendant Tucker based on personal observation. 

Source #2 told law enforcement that when the defendant left Costa Rica in late November or

early December 2006, she had a box of business documents and a computer hard drive

containing records related to defendant BetonSports, Igotgaming.com and Hope Mills Universal. 

Source #2 said that defendant Tucker was taking these records with her so that she could

continue to work with them from her home in Miami, Florida.  

Source #2 related conversations with people who were in contact with defendant Tucker

on a daily basis, describing defendant Tucker’s continued involvement in the business operations

of defendant Gary Kaplan and his companies.  Source #2 stated that he/she last received

information regarding defendant Tucker’s activities two weeks prior to the date of the Affidavit,

February 14, 2007.  

C. Seizure of Computer and Computer-related Equipment

The Affidavit outlines Special Agent Rizi’s consultation with the FBI’s Computer

Analysis and Response Team, and contains a description of the type of computer equipment,

software and documentation that agents could expect to encounter in conducting this search. 

The Affidavit also describes special issues in seizing and search computers and computer

equipment, including encryption, password protection, the volume of data to be encountered, and

peripheral hardware/software interaction.  

D. Descriptions of Items to be Seized and Places to be Searched

Attachments to the Affidavit contained a specific listing of the items that were subject to

seizure under the warrants, as well as specific descriptions of the places to be searched.  
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III. THE AFFIDAVIT PROVIDED SUFFICIENT INFORMATION TO
ALLOW THE MAGISTRATE TO DETERMINE PROBABLE CAUSE

The Affidavit provided the Magistrate Judge in Miami with more than sufficient

information to find probable cause for the searches that were conducted.  The warrants and

Affidavit, which was made part of the warrants, alleged that there was probable cause to believe

that the items described in the Affidavit would be found in the described locations.  

Probable cause to issue a search warrant exists when an affidavit in support of the
warrant sets forth sufficient facts to establish that there is a ‘fair probability that
contraband or evidence of’ criminal activity will be found in the particular place
to be searched.  Probable cause determinations are made in light of the totality of
the circumstances.  

United States v. Davis, 471 F.3d 938, 946 (8th Cir. 2006) (interior citation omitted); See also

United States v. Gipp, 147 F.3d 680, 687 (8th Cir. 1998).  The items listed as subject to seizure

are records, documents, computer data, hardware and software readily associated with the

criminal statutes listed in the warrant.1  The places to be searched, two residences next door to

each other, were particularly described.  The Affidavit therefore met the legal and factual

requirements for issuance of the warrants in this case.  See United States v. Summage, 481 F.3d

1075 (8th Cir. 2007):

‘To satisfy the particularity requirement of the fourth amendment, the warrant
must be sufficiently definite to enable the searching officers to identify the
property authorized to be seized.’ ‘The degree of specificity required will depend
on the circumstances of the case and on the type of items involved.’  The
particularity requirement ‘is a standard of “practical accuracy” rather than a
hypertechnical one.’
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Summage, 481 F.3d at 1079.  See also United States v. Lloyd, 396 F.3d 948, 952 (8th Cir. 2005).

IV. ALLEGED DEFICIENCIES IN THE AFFIDAVIT

The defendant alleges a number of deficiencies in the Affidavit, starting with the fact that

probable cause was established as to criminal conduct not alleged in the Superseding Indictment

in this case.  However, nowhere does the defendant articulate any reason why these search

warrants should be limited to conduct alleged in the Superseding Indictment.  There is no legal

or factual requirement in this case that would subject the warrants to such a limitation.  The

defendants in this case have been informed that there are ongoing investigations2 related to the

conduct alleged in the Superseding Indictment.  The issuance of the Superseding Indictment does

not preclude the United States from pursuing those investigations, using authorized investigatory

techniques such as search warrants.  There is no legal or factual requirement that the Affidavit be

limited to crimes alleged in the Superseding Indictment, and thus no basis for the defendant’s

complaint.

A. Statements of Confidential Informants Included in the
Affidavit are Credible and Reliable

The defendant spends a great deal of energy trying to convince the Court that the

Affidavit inappropriately incorporates statements from Confidential Sources, and that these

statements are not credible, nor the Sources reliable.  The defendant claims that the Affidavit is

therefore insufficient to provide a basis for a finding of probable cause to search the houses on
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150th Court in Miami.  In order to support this claim, the defendant asserts that the only evidence

of criminal conduct stated in the Affidavit was provided by the Confidential Sources.  This is 

incorrect.  In fact, as the summary of the Affidavit provided above demonstrates,3 the none-

Source information in the Affidavit adequately informed the Magistrate Judge of the criminal

conduct under investigation.  Even if the defendant were correct, the Affidavit would not be

invalidated, as long as the Magistrate Judge determined that the sources were reliable and

credible.  

The defendant further claims that the Affidavit did not contain any information which

would allow the Magistrate Judge to determine the reliability of the Sources, and thus the

reliability of the information they provided to law enforcement.  To support this contention, the

defendant argues that information provided by an informant to support the issuance of a search

warrant must be corroborated by independent evidence, and that such corroboration must address

the alleged criminal conduct, rather than innocuous details.  Putting aside for a moment the

defendant’s erroneous assertion regarding the lack of corroboration in the Affidavit, the legal

standard and burden of proof is actually quite different from that put forward by the defendant.

Actually, the Eighth Circuit Court of Appeals holds that both police and judicial officers

may rely on an informant’s tip “[w]hen an informant has provided reliable information in the

past or where his tip was independently corroborated.”  United States v. Caswell, 436 F.3d 894,

898 (8th Cir. 2006).  “When an informant’s information is at least partly corroborated, . . .

‘attacks upon credibility and reliability are not crucial to the finding of probable cause.”  United

States v. Gladney, 48 F.3d 309, 313 (8th Cir. 1995) (interior citation omitted).  “Information from
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a confidential informant may be sufficient to establish probable cause if it ‘is sufficiently

corroborated by independent evidence’ or if the informant ‘has a track record of supplying

reliable information.”  United States v. Littrell, 439 F.3d 875, 881 (8th Cir. 2006).

The defendant cites to Alabama v. White, 496 U.S. 325, 110 S.Ct. 2412, 110 L.Ed.2d 301

(1990), which dealt with a Terry4 stop, where the applicable burden of proof is “reasonable

suspicion” rather than probable cause.  The Court ruled that, though it was a close case, the

anonymous tip received by the police was sufficiently corroborated on details such as timing of

the defendant’s future (not obviously criminal) conduct, make and description of the defendant’s

car, and the location where the defendant would be found to support the stop made by the police. 

Id., 496 U.S. at 332, 110 S.Ct. at 2417.  There is no indication that the Court parsed between

confirmation of “criminal” versus “non-criminal” details of the tip.  

The defendant also cites to United States v. Reinholz, 245 F.3d 765 (8th Cir. 2001),5 for

the proposition that only corroboration of “criminal” details will support the reliability of a

confidential informant.  In that case, the Court ruled that the source information had to be

excised from the warrant because the affiant knew that the informant had no knowledge of the

target’s alleged drug dealing, but was aware only of the target’s purchase of a chemical

associated with drug manufacture.  The Court found that the corroboration proffered by the

affiant consisted only of confirmation of the source’s description of the target’s car and license

plate number.  Id. at 774.  The court did not state that corroboration of such “innocent” details

could not establish the reliability of a confidential informant.  
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In United States v. Caswell, 436 F.3d 894 (8th Cir. 2006), the Court stated that:

while the affidavit did not indicate that the informant, a convicted narcotics user,
had provided reliable information in the past, the affidavit did list evidence to
corroborate the informant’s statements that [the defendant] was involved in
narcotic activity: first, the affidavit stated that an ongoing police investigation
revealed [the defendant] to be involved with the use and manufacture of narcotics,
and second, the affidavit stated that [the defendant] purchased five boxes of
Sudafed and had methamphetamine on his person and in his car at the time of his
arrest. In accordance with Gladney, because the police corroborated part of what
the informant said, an attack upon the informant's reliability is not crucial to
finding probable cause.

The Court did not indicate that corroboration of ostensibly innocent details of an informant’s

account could not serve as an indicia of the informant’s reliability.  

Another case cited by the defendant, United States v. Gibson, 928 F.2d 250 (8th Cir.

1991), actually makes the Government’s point, rather than the defendants’.  In a footnote to the

portion of the opinion cited by the defendant, the Court stated:

Our holding is limited to the facts of the instant case.  Nothing expressed herein
should be construed as suggesting that an informant’s tip can never be
corroborated by innocent details.  Each case must be evaluated according to its
particular facts.

Gibson, 928 F.2d at 253, FN3. 

In this case, the statements of the Sources were corroborated within the four corners of

the Affidavit.  For example, Source #1 stated that the defendant had full access to bank accounts

in Antigua held by Igotgaming.com and Hope Mills Universal (¶ 14).  According to information

obtained from the defendant’s credit card company, fifteen wire transfers were made from

Antigua to the defendant’s account between January and October of 2006.  The credit card

company also stated that two of those wire transfers were originated by defendant Gary Kaplan,

and totaled $100,970.00 (¶ 24).  
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Source #1 also informed law enforcement of defendant Gary Kaplan’s development of

Igotgaming.com, and the defendant’s involvement in that business (¶¶ 11 & 14).  Agents were

able to determine that Igotgaming.com is registered to a false address in Miami, Florida, and that

some payments regarding this web site were made by the defendant’s credit card (¶¶ 25 & 26). 

Source #1 also told law enforcement that the defendant was involved in Hope Mills Universal,

defendant Gary Kaplan’s illegal Internet pharmacy business (¶¶ 12, 13 & 14).  Agents

determined that Internet pharmacy web site domain name services paid for with the defendant’s

credit card included a reference to “brad@hmuniversal.com.”  The affiant stated that, based on

his review of documents and information he received from other sources, he believed this email

address to refer to Brad Markin, an operator of Hope Mills Universal (¶ 26).  

The statements of Source #2 are also corroborated within the Affidavit itself.  For

example, Source #2 said that the defendant left Costa Rica in late November or early December

of 2006 (¶ 15).  Records obtained from the Treasury Department show that the defendant arrived

in Miami from Costa Rica on December 2, 2006 (¶ 16).  Source #2 told law enforcement agents

that the defendant used her home computer to pay bills on behalf of defendant Gary Kaplan’s

businesses (¶ 17).  Agents determined that bank accounts were accessed by the defendant via the

Internet, and that transfers were made from bank accounts with a Logon identification number

identical to the defendant’s social security number (¶ 19, 20 & 21).

The information summarized above provided the Magistrate Judge with sufficient

information to make a reasonable determination of the reliability and credibility of the Sources

whose information appears in the Affidavit.  As stated in United States v. Tyler, 238 F.3d 1036

(8th Cir. 2001):
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While the credibility and reliability of a person providing information to the
police are important considerations in determining whether probable cause exists,
they are not ‘separate and independent requirements to be rigidly exacted in every
case.’  Rather, we must weigh an informant’s statements in the context of all of
the circumstances. . . . In past cases, we have strongly endorsed the use of
corroboration as a method of confirming the reliability of information given to the
police.  Even ‘the corroboration of minor, innocent details can suffice to establish
probable cause.’

Tyler, 238 F.3d at 1039 (interior citations omitted); see also United States v. Ketzeback, 358

F.3d 987, 991 (8th Cir. 2004).

 B. The Affidavit does not rely on the Confidential Sources to
Establish Criminality of the Alleged Conduct

The defendant claims that the only information regarding the illegality of Internet

gambling and Internet pharmacy web sites the defendant was involved in came from a

Confidential Source.  This is incorrect.  In addition to the reference to the initial Indictment in

the BETONSPORTS case, the Affidavit cites to the Wire Wager Act (18 U.S.C. § 1084).  The

Affidavit further cites to 21 U.S.C. § 841, which prohibits the distribution of controlled

substances without a prescription.  The Affidavit also states that the investigation conducted up

to the time of the search warrant request had confirmed that Igotgaming.com and Hope Mills

Universal had no offices in the United States, though Igotgaming.com is registered in the United

States.  

Based on these statements, the Magistrate Judge could have reasonably concluded that

any activity conducted by Igotgaming.com in the United States would require the use of

interstate communication facilities, in violation of the Wire Wager Act.  And, as Hope Mills

Universal had no offices in the United States, it was unlikely to have the facilities necessary for

the legal sale of prescription-only drugs to individuals located in the United States.     
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C. The Affidavit Adequately Alleged the Illegality of the Conduct
Alleged, and Established a Nexus between the Evidence Sought
and the Locations to be Searched

The defendant states that the Affidavit did not contain sufficient information to support

the contention that BetonSports and NASA were involved in illegal conduct, and that therefore

no nexus was established between the evidence sought and the locations to be searched.  This is

incorrect.  In ¶ 3, the Affidavit states that BetonSports was included in the Indictment returned in

the Eastern District of Missouri.  This means that the federal grand jury found probable cause to

believe that the crimes charged had been committed by the named defendants.  The Magistrate

Judge could therefore conclude that the Internet gambling conduct alleged against BetonSports

was carried out in violation of federal law.  The defendant attacks this conclusion by stating that

the Indictment is meaningless because grand juries are ex parte proceedings “where a ham

sandwich can be indicted.”6  

The defendant does not in any way support her contention that the grand juries that

returned the Indictment and Superseding Indictment in this case were derelict in their duties,

improperly constituted, or otherwise in error regarding the probable cause determinations they

were charged with making.  In essence, the defendant asks the Court to dismiss the Indictments

in this case as the result of inevitable error, without producing one iota of evidence to

demonstrate that the grand jury process in general, and in this case in particular, should be

presumed defective.  The defendant’s proposition is without legal or factual basis, and cannot be

accepted.  The Magistrate Judge reasonably could rely on the Indictment to establish the

criminality of the conduct stated in the Affidavit. 
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The defendant also claims that the Affidavit failed to provide information regarding her

connection with illegal Internet drug sales or illegal Internet gambling.  This is incorrect, but the

issue is only relevant in so far as the Affidavit establishes or fails to establish the required nexus

between the presence of evidence/contraband, and the locations to be searched.  The required

nexus is to be determined from the totality of the circumstances.  United States v. Summage, 481

F.3d 1075, 1078 (8th Cir. 2007).  Regarding this contention, as noted above, the Affidavit states

that the defendant’s credit card, which defendant Gary Kaplan was authorized to use, was used

to pay fees for registrant Igotgaming.com (¶ 25), and for a web site called “pilladay” associated

with Hope Mills Universal (¶ 26).  The domain name service account to which these payments

were made listed a large number of associated web sites and email addresses, including those for

igotsportsbook.com, ubetonsports.com, askhmu.com, igotdrugs.com, buyalldrugs.com,

customerservice@hmuiversal.com, betonsportspanama.com, and legalpharmacy.com. 

As stated in the Affidavit, the defendant’s drivers license gave her address as 18325 SW

150th Court in Miami (¶ 9), and the Dade County Assessor listed the defendant as the sole owner

of that property (¶ 22).  The subscriber for the Internet account used to conduct the banking

described above was Steven Langlois, the defendant’s son.  The Internet service was paid for by

the defendant’s credit card; the broadband service was delivered to 18305 SW 150th Court, the

home purchased by the defendant’s son; the Internet service was initiated on the date of the

defendant’s arrival in the United States; and, between December 11, 2006 and February 10,

2007, the service was used to access the defendant’s bank account online (¶¶ 19, 20 & 21).  This

evidence provides the required nexus between the evidence to be seized and the locations to be

searched. 

Case 4:06-cr-00337-CEJ-MLM     Document 520     Filed 10/05/2007     Page 14 of 28




7 The defendant mentions a letter to the Government requesting information regarding the
Confidential Sources, and the Government’s response.  In fact, there were two such requests, and
two responses (copies attached as Exhibit 1), herein incorporated by reference.  Additionally, the
defendant has moved to compel the Government to provide her with the information requested in
Exhibit 1 (Doc. #504).  The Government filed a response to this motion on October 5, 2007,
Doc. # ___, incorporated herein by reference.  Information regarding the Confidential Sources is
privileged, and the defendant has not made the requisite showing to break that privilege.  United
States v. Crenshaw, 359 F.3d 977, 1004-05 (8th Cir. 2004).        

15

D. The Assertions Regarding the Reliability of the Confidential
Sources are Not Misleading

The defendant also makes much of the fact that the affiant chose to use the same

language to state that neither Confidential Source had lied to him in the past.  The defendant

seeks to have the Court perceive this wording as indicative of the Government playing fast and

loose with the truth.7  That is not the case.  First, the language is not identical for both Sources. 

As to Source #1, the Affidavit states that this individual “has provided reliable information in the

past and has never been proven to be knowingly wrong in the information provided to law

enforcement” (¶ 11).  As to Source #2, the Affidavit states that this individual “has provided

reliable information which has been corroborated and has never been proven to be knowingly

wrong in the information provided to law enforcement” (¶ 15, emphasis added).  

Second, there is nothing sinister in the phrases used.  They are simply to inform the

Magistrate Judge that the affiant is not aware of being lied to by the informant.  The phrasing

makes it clear that the affiant is not swearing that the informant has never been merely wrong in

the information provided to law enforcement.  Such a representation would put a burden on the

use of informant information that could never be sustained.  Nor is such a representation required

for a Magistrate Judge to determine informant reliability and credibility for the purpose of a

probable cause finding.  See United States v. Solomon, 432 F.3d 824 (8th Cir. 2005):
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[E]ven if we were to consider the fact that the name and date of birth [the
informant] provided to law enforcement and included in the affidavit were
eventually found to be false, we would still conclude that the affidavit created a
fair probability that child pornography would be found in [the defendant’s] home
in light of [the informant’s] strong basis of knowledge and law enforcement’s
independent corroboration of much of the information she provided. See Jackson,
898 F.2d at 80-81 (finding information from anonymous informant established
fair probability that contraband would be found at a residence despite fact that
some of the information provided by the informant was false based on
independent corroboration by law enforcement and adequate basis of informant’s
knowledge).

Solomon, 432 F.3d at 829.  It is the knowledge of the affiant regarding the information provided

in the affidavit that is at issue:

The Supreme Court has indicated that a misstatement must be the product of
‘deliberate falsehood or of reckless disregard of the truth. . . . Allegations of
negligence or innocent mistake are insufficient.’  Franks, 438 U.S. at 171, 98
S.Ct. 2674.

United States v. Williams, 477 F.3d 554, 559 (8th Cir. 2007).  The defendant has presented

absolutely no evidence that the affiant knowingly or recklessly provided false information to the

Magistrate Judge.  

V. THE WARRANT IS NOT OVERBROAD

The defendant claims that the warrant is “egregiously overbroad,”8 and characterizes it as

authority for a general search.  On the contrary, the warrant provided the executing officers with

precise instructions regarding where they were authorized to search, and what they were

authorized to seize.  The defendant focuses on the portion of the warrant dealing with electronic

evidence, computer hardware and software.  As described above, the information from

Confidential Source #2, confirmed by information from the defendant’s Internet service provider
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and banking records, demonstrated that the defendant was using her computer to conduct

transactions associated with the crimes stated in the Affidavit.  The Magistrate Judge was

provided with a more than adequate basis for his conclusion that probable cause existed to search

the defendant’s computer, and to seize that computer as an instrumentality of the alleged crimes.  

The defendant claims that the affiant misled the Magistrate regarding the type and scope

of search necessary to discover and retrieve the evidence in this case.  In support of her assertion,

the defendant cites to United States v. Carey, 172 F.3d 1268 (10th Cir. 1999) as “[t]he leading

authority on the application of the particularity requirement and plain view exception in the

context of computer searches.”9  In fact, Carey, has no application in this case.  The “plain view”

doctrine has not been asserted as a basis for the seizure of any of the evidence in this case.  All of

the evidence seized from the defendant is specifically described in the search warrant.  As stated

by the Eighth Circuit Court of Appeals:

A search warrant must state with sufficient particularity the property to be seized. 
The degree of specificity, however, depends on the circumstances and types of
items.  In a scheme to defraud, ‘a search warrant is sufficiently particular in its
description of the items to be seized “if it is as specific as the circumstances and
nature of activity under investigation permit.”’ . . . 
The warrant stated that police could search, ‘Records which appear on any and all
computers which are located in the house, to include the hard drive and any disks
which are located in the house.’

United States v. Henderson, 416 F.3d 686, 695 (8th Cir. 2005).  The Court ruled that the warrant

was overly broad, but that the good faith exception applied, and refused to suppress the computer

evidence seized from the defendant.
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In United States v. Gleich, 397 F.3d 608, 611-12 (8th Cir. 2005), the defendant challenged

the warrant issued to search his computer for child pornography.  The warrant authorized the

police to search any file that could contain: 

“‘photographs, pictures, visual representations or videos in any form that include
sexual conduct by a minor, [as defined by applicable state statute] or children
posing for a camera.’  We find the . . . warrants sufficiently satisfy the
particularity requirement because the language contained in the warrants
sufficiently limit the [investigators] search to the items specifically prohibited by
statute.  The descriptions adequately allowed the police to avoid searching and
seizing the wrong items.”

In the case of defendant Tucker’s computer, the Affidavit specifically described the hardware

and software to be searched, and supported the scope of the search with more than adequate

probable cause.  

The defendant does not indicate precisely how the warrant is overbroad.  The defendant

simply claims that the affiant was reckless in not including a computer search protocol in the

Affidavit.  The defendant additionally claims that the Affidavit informed the Magistrate Judge

that a computer search was “not amenable to limitations of any kind” which “totally mis-stated

the law.”10  In fact, the portion of the Affidavit concerning the searching and seizing of computer

evidence contains the background of the forensic examiner consulted by the affiant; definitions

of relevant terms; special problems associated with gathering electronic evidence; and the

following statement:

Searching computerized information for evidence or instrumentalities of crime
commonly requires agents to seize most or all of computer’s input/output
peripheral devices, related software, documentation, and data security devices
(including passwords) so that a qualified computer expert can accurately retrieve
the computer’s data in a laboratory or other controlled environment.  This is true
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because of the following:

(1) The peripheral devices which allow the users to enter or retrieve
data from the storage devices vary widely in their compatibility with other
hardware and software.  Many systems storage devices require particular
input/output devices in order to read the data on the system.  it is important that
the analyst be able to properly re-configure the computer as it now operates in
order to accurately retrieve the evidence.  

(2) In addition, the analyst needs the relevant system software
(operating systems, interfaces, and hardware drivers) and any applications
software which may have been used to create the data (whether stored on hard
drives or on external media), as well as all related instructions, manuals, or other
documentation and data security devices.

All of these statements are true.  They do not “mis-characterize” the state of the law.

As noted by the defendant, “the use of a protocol for computer searches may not be

required in every case.”11  In this case, such a protocol would have added nothing to the

Affidavit.  The information in the Affidavit provided probable cause to seize and search the

defendant’s computer for any information relevant to the criminal conduct described therein. 

Given the type of evidence sought, the executing agents were necessarily required to search

every portion of the computer where such evidence might be found.  The techniques to be

employed depended upon the type of software and equipment the defendant was found to have. 

In United States v. Upham, 168 F.3d 532 (1st Cir. 1999), the Court considered the

defendant’s motion to suppress electronic evidence on the grounds that the warrant lacked

necessary specificity.  In finding the warrant to meet the particularity requirement of the Fourth

Amendment, the Court stated:

As a practical matter, the seizure and subsequent off-premises search of the
computer and all available disks was about the narrowest defineable search and
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seizure reasonably likely to obtain [the evidence sought].  A sufficient chance of
finding some needles in the computer haystack was established by the probable-
cause showing in the warrant application; and a search of a computer and co-
located disks is not inherently more intrusive than the physical search of an entire
house for a weapon or drugs.

Upham, 168 at 537.  See also United States v. Lentz, 2007 WL 2177071, *4 (S.D. Ga. 2007).

The defendant cites to a publication of the Computer Crime and Intellectual Property

Section (CCIPS) of the Department of Justice titled “Search and Seizing Computers and

Obtaining Electronic Evidence in Criminal Investigations (CCIPS Manual)” as authority that a

search protocol should have been included in the Affidavit.  First, the defendant mis-

characterizes the term “search strategy” as used in the CCIPS publication.  “Search strategy”

simply describes the search that the agents intend to undertake.  It does not encompass a

technical description of how the search is to be conducted.  The CCIPS Manual states:

The third step in drafting a successful computer search warrant is to explain both
the search strategy and the practical considerations underlying the strategy in the
affidavit.  For example, if agents expect that they may need to seize a personal
computer and search it off-site to recover the relevant evidence, the affidavit
should explain this expectation and its basis to the magistrate judge.

Search and Seizing Computers and Obtaining Electronic Evidence in Criminal Investigations,

July 2002, page 69.  

Second, the CCIPS Manual was written in 2001, and last updated in 2002.  An enormous

amount of change has occurred in computers since 2002.  As stated in the preface to the CCIPS

publication:

As is true with most efforts of this kind, the Manual is intended to offer
assistance, not authority. Its analysis and conclusions reflect current thinking on
difficult areas of law, and do not represent the official position of the Department
of Justice or any other agency. It has no regulatory effect, and confers no rights or
remedies. 
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The defendant has inappropriately cited the CCIPS Manual in this instance.  

VI. THE SEARCH CONDUCTED WAS AUTHORIZED BY THE WARRANT

The defendant claims that the search conducted in this case exceeded the temporal time

limit stated in the warrants, and the requirements of Fed. R. Crim. P. 41(e)(2)(A).  This is

incorrect.  The warrants issued on February 14, and the authorized search and seizure was

conducted on February 15, 2007, well before the February 23, 2007 deadline stated in the

warrants, and well within the ten days provided for in Rule 41.  

The defendant conflates the amount of time that the Government has retained the

computer equipment and other materials seized with the amount of time the Government used to

conduct the search.  This is incorrect.  The Government has retained the items seized because

they are evidence of a crime.  The initial results of the forensic examination of the defendant’s

computer were delivered to the defendant on July 26, 2007.  This is not a matter of a continuing

search.  It is simply the retention of evidence pending trial.  

In the case of United States v. Gorrell 360 F.Supp.2d 48 (D.C.C. 2004), the defendant

claimed that the government had exceeded the time limits provided by the search warrant that

authorized seizure of electronic equipment and data from his home.  In denying the defendant’s

motion to suppress the evidence that resulted from the search, the Court stated:

The defendant additionally argues that the data recovered from the computers and
the camera is inadmissible due to the ten-month delay in processing. However,
the warrant only required that the search of the defendant's home occur on or
before January 10, 2003. The warrant did not limit the amount of time in which
the government was required to complete its off-site forensic analysis of the
seized items and the courts have not imposed such a prophylactic constraint on
law enforcement. Although the delay in processing was lengthy, it did not take
the data outside the scope of the warrant such that it needs to be suppressed.
Accordingly, the Court rejects this argument in favor of the defendant’s motion.
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Gorrell, 360 F.Supp.2d at 55, FN5.

In United States v. Sturm, 2007 WL 601976 (D.Colo. 2007), the defendant moved to

suppress electronic data that had been seized pursuant to a search warrant.  Among other things,

the defendant claimed that the government was required to obtain a second search warrant to

conduct forensic analysis of computer disks that were seized, and that, if authorized by the first

warrant, the “seizure” of the disks continued while the disks were being analyzed, well beyond

the time period permitted by the search warrant and the Federal Rules.  The Court ruled that the

forensic analysis of the disks was not a search or a seizure:

I further note that the warrant did not set a ten-day deadline for examination of
the discs but rather commanded officers to search the [defendant’s residence] on
or before August 13, 2006. Nor does Fed.R.Civ.P. 41 oblige the agents to
examine the discs within any particular period of time. Indeed, the First Circuit
and other courts have expressly concluded that neither the Rules nor the Fourth
Amendment impose any such constraints. United States v. Syphers, 426 F.3d 461,
469 (1st Cir.2005), cert. denied,--- U.S. ----, 126 S.Ct. 2312, 164 L.Ed.2d 831
(2006); United States v. Triumph Capital Group, Inc., 211 F.R.D. 31, 66
(D.Conn.2002); United States v. Gorrell, 360 F.Supp.2d 48, 55 n. 5
(D.D.C.2004); Matter of the Search of the Scranton Housing Authority, 436
F.Supp.2d 714, 727-728 (M.D.Pa.2006); United States v. Hernandez, 183
F.Supp.2d 468, 480 (D. Puerto Rico 2002). The requirement that [the defendant]
proposes would not serve the purpose of the ten-day limitation in Rule 41: to
prevent probable cause from evaporating while the warrant grows stale. Triumph
Capital Group, 211 F.R.D. at 66; Scranton Housing Authority, 436 F.Supp.2d at
727-728. Once the officers obtained the discs, any danger that probable cause
would cease to exist passed. Triumph Capital Group, 211 F.R.D. at 66; Scranton
Housing Authority, 436 F.Supp.2d at 727-728.

Sturm, 2007 WL 601976 at *7.

The defendant requested return of the computers and other items seized pursuant to the

search warrant.  In response, the United States informed the defendant that these items were

evidence, and would not be returned to her.  The letter to defense counsel, dated June 20, 2007,

states:
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You have requested the return of ‘certain financial records’ and computers
that were seized from your client, Penelope Tucker, in March [actually February]
of this year pursuant to a federal search warrant.  It is the position of the United
States that most of the documents seized are on their face evidence of money
laundering, and as such, will not be returned to your client.  Further, the only use
for many of the documents seized would be to facilitate the transfer of proceeds
controlled by Gary Kaplan.  If you and your client would provide us with a list of
the specific documents that are sought, we would undertake to do a review to
determine if any of the materials seized can be returned.  We decline to provide
either the original documents or copies en masse for the reasons stated.

The same position applies to the computers that were seized pursuant to
the search warrant.  If you and your client will specify particular files, we will
endeavor to review them to determine if any can be copied for your client.  The
computer hardware is evidence, and will not be returned to your client.

Copies of all of the documents seized, and the initial results of the computer forensic

examination have been provided to the defendant.  There is no basis for the defendant’s claim

that the searches and seizures were untimely.

VII. THE AFFIDAVIT DOES NOT CONTAIN FALSE STATEMENTS OR
MATERIAL OMISSIONS AND DOES NOT SUPPORT THE
DEFENDANT’S REQUEST FOR A FRANKS HEARING

The defendant claims that the Affidavit contained false statements and material

omissions, and that she is therefore entitled to a hearing under Franks v. Delaware, 438 U.S. 154,

98 S.Ct. 2674, 57 L.Ed.2d 667 (1978).  Initially, the Government notes that the defendant has

utterly failed to support her motion for a Franks hearing in an appropriate manner:

To be entitled to a hearing on this issue a defendant must make a substantial
preliminary showing that includes ‘allegations of deliberate falsehood or of
reckless disregard for the truth[.] [T]hose allegations must be accompanied by an
offer of proof.  They should point out specifically the portion of the warrant
affidavit that is claimed to be false; and they should be accompanied by a
statement of supporting reasons.  Affidavits or sworn or otherwise reliable
statements of witnesses should be furnished, or their absence satisfactorily
explained.  Allegations of negligence or innocent mistake are insufficient.

United States v. Williams, 477 F.3d 554, 557 (8th Cir. 2007).  The defendant’s motion contains
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only unsupported claims and speculation.

The defendant has not provided the Court with any basis for granting a hearing, much

less any basis for finding recklessness by the affiant:

To prevail on a Franks claim, a defendant must show that: (1) the affiant
knowingly and intentionally, or with reckless disregard for the truth, included
false information or excluded material information from the search warrant
affidavit; and (2) the affidavit excluding the false inclusion or including the
missing information, would not support a finding of probable cause.  Neither
mere negligence nor an innocent mistake will, by themselves, void a warrant.    

United States v. Davis, 471 F.3d 938, 946 (8th Cir. 2006).

The defendant claims that the affiant “failed to inform Magistrate Palermo that neither

Igotgaming.com nor Hope Mills Pharmacy were included in the probable cause finding made by

the grand jury that returned the initial indictment herein,” and “that the initial indictment did not

even contain allegations pertaining to Title 21 violations.”12  The defendant’s claim is incorrect. 

Paragraph 3 of the Affidavit discusses the charges returned by the grand jury in the Eastern

District of Missouri.  Igotgaming.com and Hope Mills Universal are not mentioned, nor is there

any mention of Title 21 of the United States Code. 

In order for [an] omission to be a violation of Franks and Reivich,13 the defendant
must make two showings.  The first is a showing that the police omitted the
information with the intent to make, or in reckless disregard of whether they
made, the affidavit misleading. . . .
Having shown that relevant information was recklessly omitted from the warrant
application, [the defendant] must further show that the affidavit, if supplemented
with the omitted information, would not be sufficient to support a finding of
probable cause.

United States v. Jacobs, 986 F.2d 1231, 1235 (8th Cir. 1993).  The defendant’s final claim is that
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the Affidavit misled the Magistrate regarding the scope of the search necessary to recover listed

evidence from the defendant’s computer and software, addressed above.  Even were the Court to

assume that these constitute “omissions,” they do not concern material information whose

inclusion in the Affidavit would have led the Magistrate Judge to find a lack of probable cause in

this case.  The defendant’s claims are without merit, and should be denied.

VIII. OFFICERS EXECUTING THE WARRANT ACTED IN GOOD FAITH
AND IN REASONABLE RELIANCE ON THE SEARCH WARRANT

The defendant claims that the affiant was not acting in good faith in obtaining the search

warrant, and that therefore the exception provided for in United States v. Leon, 468 U.S. 897,

104 S.Ct. 3405, 82 L.Ed.2d 677 (1984), should not apply in this case.  The Leon exception

provides that, should there be an error in a search warrant, executing officers may still rely on

the issuance of the warrant, provided that the warrant isn’t invalid on its face.  Evidence obtained

in this circumstance is not subject to suppression. 

The Leon exception does not apply, however, in four circumstances: (1) when
‘the issuing magistrate wholly abandoned his judicial role,’ (2) when the warrant
is ‘based on an affidavit “so lacking in indicia of probable cause as to render
official belief in its existence entirely unreasonable,”’ (3) when the warrant is ‘so
facially deficient . . . that the executing officers cannot reasonably presume it to
be valid,’ and (4) when the issuing magistrate was misled by false information in
an affidavit that the affiant knowingly or recklessly included.

United States v. Pruitt, ___ F.3d ___, 2007 WL 2492582, *2 (8th Cir. 2007).

The defendant does not claim that the warrant is invalid under the first three criteria

listed; the defendant claims only that the affiant was reckless in preparing the Affidavit. Based

on the analysis provided above, the defendant has not presented any credible evidence to indicate

that the affiant acted recklessly as to any of the information included in the Affidavit, or any

omission therefrom.  If, in fact, the Affidavit had contained an error, the executing officers
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would still have been authorized to rely on the warrant in this case.  The evidence obtained

during the authorized search is not subject to suppression.

IX. CONCLUSION 

The defendant’s motion to suppress is substantively and procedurally deficient, and does

not state an adequate basis for suppression of evidence, or require the Court to conduct a Franks

hearing.  Nor has the defendant presented a sufficient basis for compelling the United States to

provide her with additional information regarding the Confidential Sources in this case. 

Therefore, the motion should be denied in its entirety.
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